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Understanding Users’ Security and Privacy Concerns and 
Attitudes Towards Conversational AI Platforms
Mutahar Ali, Arjun Arunasalam, Habiba Farrukh

Problem

Methodology

Problem: Prior work mostly focuses on technical threats (e.g., jailbreaking) in 
conversational AI, overlooking users' perceptions and responses to related S&P risks.
Approach: We use online content analysis of real user discussions on Reddit to surface 
S&P concerns, behaviors, and attitudes that technical design often overlooks.

Attitudes

Concerns

Inquisitive
• Asking for privacy advice
• Consulting the chatbot

Cautious
• Secure online interactions
• Use local solutions
• Implement guardrails

Privacy-dismissive 
• Prioritize benefits over risk
• Criticize privacy regulations
• Dismiss concerns from others

Resigned
• Accept risk, use anyway

Longitudinal Analysis

Recommendations

“It’s a matter of protection of personal 
data, how ChatGPT processes the 
user data is considered ‘problematic’.”

“I’m so glad I don’t live in Europe. I 
know we have a lot of bureaucracy 
in the United States, but it’s on a 
whole [other] level over there.”

“Instead of exposing potentially 
private code to a public service 
provider like OpenAI, why not use an 
open source local LLM (like Llama 2).”

“ChatGPT showed me another 
person’s dialogue … [It’s] a 
serious privacy problem.”

“My company blocked 
ChatGPT... They are worried 
about security concerns.”

“[Microsoft 
CoPilot] already 
has [the] data” 
from Outlook and 
Teams.”

Security 
Vulnerabilities

Legal Compliance

Transparency 
and Control

Data Collection

Data Usage

Data Retention

Users
Exercise Data Controls

Sanitize Inputs
Read Privacy Information

Platforms
Improve Transparency
Better Data Controls

Educate Users

Enterprises
Clear Usage Guidelines
Security Assessments

Policymakers
Clear Regulations

Standardization

Reddit
(~2.5M Posts)

Keyword
Filtering

Manual
Annotation
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Thematic 
Analysis

S&P-related 
Posts

Regression 
Analysis

Event 
Identification

Codebook

Prompt
EngineeringQuerying LLM

Labeled
S&P-related 

Posts

Training
Data

Major AI 
Events

“When you delete a conversation, ChatGPT 
actually hides it instead of deleting it.”

“My information [could] be sold to insurance 
brokers or lenders and that [may impact] my 
ability to get insurance or credit.”

“There’s an option under 
settings on GPT-4 that’s 
automatically checked yes for 
them to use your data for 
model training purposes.”


